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We have reached a point where many users fully expect their technology to listen in on their casual conversations. Complete
control of personal data is a distant memory. This paper explores users’ future relationships with personal data, using six
speculative design proposals concerning new and emergent personal data trails. Using an Annotated Portfolios approach, we map
the relatedness and relationships between designs and highlight how this process generated new knowledge about the research
space. Based on insights gathered in the processes of annotation, comparison and mapping portfolio constituents, this paper: (1)
showcases speculative design responses to assist users in understanding and managing new and emergent sources of personal
data, and (2) reflects on the Annotated Portfolio method as a reflective orientation tool that can help designers anticipate the
implications of new technologies on users’ data entanglements. We explore how an Annotated Portfolios approach can be helpful

to interrogate speculative designs.
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1 INTRODUCTION

This paper is concerned with speculating new and emergent personal data trails, and how an Annotated Portfolio
approach might help us understand how to support users’ in this space. Keeping track of personal data is becoming
increasingly complex as more parts of our existence become technologically mediated. Continually emergent
sources of data capture and analysis mean users’ data trails are appended and analysed in ways that cannot always
be anticipated [33, 41, 58]. Technology designers, researchers, and practitioners play a vital role as advocates for
user privacy and assisting users in managing their trails of personal data [59]. Designers support users through
both: (a) improving users’ awareness of -and options for controlling- existing sources of personal data capture (e.g.
voice assistant logs) [59] and (b) anticipatory measures such as speculating about new and emergent sources of
personal data capture [11] and managing consent in near-future exchanges of data [69, 72]. Designerly approaches
such as speculative design create future-focused perspectives [4, 21, 23, 57], which, when coupled with more
participatory, collaborative approaches, can help map out possible future trajectories of personal data [75].

Arguably the greatest concerns around personal data seldom stem not from a single source of data capture, but
rather from the analysis or aggregation of multiple discrete sources together [56], drawing inferences which might
be difficult to otherwise anticipate [69]. ‘Mosaic analysis’ relates to when disparate sources of information are
aggregated or analysed together for greater inference, cumulatively forming a greater privacy risk than any of the
sources separately [27]. Accordingly, in work anticipating and speculating about new data interactions or emergent
sources of personal data, we need to closely consider their potential for mosaic analysis. The Annotated Portfolios
method offers great potential in this regard, representing a means of exploring the relationality between designs to
gather new knowledge about the portfolio as a whole [15, 29].

Annotated Portfolios are a method for documenting, generating, and communicating design research and praxis
beyond traditional written formats [29]. They are “...a way to articulate the new knowledge gained from research-
oriented design practice” [43], illustrative of how assemblages of designs and textual annotations can assist in
understanding the relationality of designs. This format effectively makes the design socially interrogatable through
the externalisation of design decisions; it creates transparency, inviting argumentation [61], critique, and reflexivity
[63]. It generates “intermediate-level” knowledge by interrogating multiple design assemblages in a way that is not
possible by reflection on single design artefacts or concepts; or through more orthodox, individual academic
analyses [49]. The method has been extended to new contexts (e.g. auto-ethnographical documentation [28],
human-robot interaction [36]) and has been adapted to support new means of reflection, e.g. the new mappings
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afforded by Culen et al.’s “ecosystems” approach which identifies how separate designs in a portfolio may work
[15]. To our knowledge, however, Annotated Portfolios has not been applied to speculative designs, nor remote
collaboration (e.g. designs curated across multiple and geographically disparate design teams). We suggest an
Annotated Portfolios approach may be helpful to understand relatedness between both speculative and fully
realised designs and may be a useful tool for exploring complex and heterogenous problems such as pre-empting
and supporting future encounters and emerging challenges pertaining to personal data. Externalising, critiquing
and understanding relationality is particularly important with data trails where the danger is not so much the
number of data trails, but the overlap between them and their potential to be analysed together [27, 40].

This paper illustrates how an Annotated Portfolios approach might be useful to speculate upon new forms of
personal data, and map these to better understand inherent opportunities and risks. We extend existing HCI work
concerned with designing more positive and informed interactions with personal data [18, 18, 26, 31, 45]. We
solicited and collaboratively mapped a portfolio of six speculative designs sourced from 17 institutions across three



continents, bringing together design researchers working on new forms of personal data trails and assistive
technology that help users’ navigate new interactions with personal data. The portfolio is analysed utilising an
exploratory analysis, drawing from the Annotated Portfolios approach [29] to draw out the relationality between
designs.
The paper seeks to answer two key research questions:
e RQ1. How can annotated portfolios be used for interrogating speculative designs across multiple
concepts?
e RQ2. What considerations and appropriations are required to make annotated portfolios suitable for
collaborative speculation?
In answering these questions, we additionally discuss the new knowledge generated around how to better support
users in managing new and emergent data trails. The paper makes three contributions: (1) We present an
appropriation of the Annotated Portfolios method to suit a crowd-sourced, cross-domain portfolio of speculative
designs, reflecting on the suitability of the approach to speculative (as distinct from physical) designs and the
adjustments necessary to support this new application. (2) We plot and analyse additional ‘continua’ of dimensions
onto the portfolio constituents, to assist researchers in exploring the inter-relatedness of designs and how to
operationalise them, building on Culén’s “ecosystems” approach [15]. Finally, (3) we reflect on how this process can
assist designers in pre-empting future interactions with personal data and how they might best support users in
this regard.

2 BACKGROUND

2.1 Future interactions with personal data

The new norm of targeted marketing, bespoke and tailored services, and corporate surveillance provides a strong
rationale for identifying new sources of data capture and new interactions with personal data [5, 11]. Human-
Computer Interaction (HCI) literature contributes important perspectives to personal informatics [24, 47],
quantified self [54, 60], ‘intimate’ data [45], interpersonal data [31], explainable/transparent Al [1, 66] and data
entanglements in the home [18]. Safeguards to assist users in navigating new interactions with personal data
include the design of more usable privacy and security [2, 20, 55], managing informed consent and consent fatigue
[5,50, 51] and mapping potential avenues for surveillance [10, 11, 62]. Risks of losing control of ones’ personal data
are categorised into: (1) Exposures or ‘breaches’ of personal information [35]; (2) Inconspicuous discrimination or
exclusion from services through user profiling [68]; and (3) Re-analysis of personal data in ways which a user
cannot anticipate. For example, the Cambridge Analytica scandal involved re-analysis of data in a way that users
could not have reasonably expected when sharing the information years prior [38]. Supporting users to better
understand their personal data and its sensitivities helps safeguard against losing control of data. In this space HCI
contributes important design work towards increase literacy of existing sources of personal data through
visualisation of voice assistant data capture [59], reclaiming solitude away from technology and its’ data [57], usable
privacy [2] and alternative and transparent approaches to consent [51, 74]. Equally important in this space is
anticipatory work in this space. Namely, not only supporting users with their existing interactions with data, but
anticipating new sources of data capture, future interactions with data [18, 58] and ideating how best to support
users with new and emergent sources of personal data, where the data itself or implications of its analysis are

unlikely to be anticipated by everyday users. This future-oriented focus lends itself to be explored through



speculative approaches, which are inherently valuable for enabling us to focus on possibilities beyond what is
already known [21, 23].

2.2 (Speculative) Design responses toward reclaiming control

Speculative design presents visions of the future, with the aim of provoking discussion, critique, reflection and
debate about our current practices [4, 21, 23, 57]. Exploring what the future might look like fosters debate about
the implications of our current practices and allows us to engage with the mundane imaginatively [57, 58], and
explore more nuanced possibilities of ordinary life, in turn, allowing us to work towards a more preferable future.
Speculative approaches [23, 37] present provocative future-oriented scenarios, that build worlds [37, 48, 52] and
explore future possibilities while being grounded in familiarity and relevance for the audience; making it easier to
understand and imagine themselves in alternative futures [4]. Speculative design has a future-looking agenda which
is well suited to forecasting potential future interactions with personal data and is a useful medium to engage users
with technologies which could not easily be prototyped owing to ethical, legal or social concerns [6, 74].

Recent studies using speculative approaches have questioned ‘who gets to imagine the future?’ [9, 71, 73]; and given
this present work looks at how to make the complexity of personal data more visible to both researchers and end
users; it is imperative we also explore how the methods make design more accessible to all stakeholders. HCI
research contributes speculative design responses toward reclaiming greater control over personal data and re-
democratising technology through means of “camouflage” and “avoidance” [11]. The “CCD-me-not Umbrella” and
CV Dazzle, are physical objects used as “camouflage” [11], i.e. to confuse facial recognition algorithms in CCTV [64]
and represent metaphors for the need for physical shields against constant surveillance. Pierce’s speculative
Wireless De-Router creates digitally disconnected spaces, allowing users to experience digital detox [57].
Neighbourhood Wattch allows users to experience a world in which everyone’s electricity consumption data is
publicly available, allowing attribution of who is using power during peak demand [70]. Yet understandably, the
focus for much of this work on personal data is on single data sources (rather than multiple or triangulated sources)
and on extant sources of personal data, rather than future or emergent data trails, as is our focus here. The process
of creating design materials is as valuable as using them [8, 42] and hence the value of creating speculative design
artefacts and concepts around data trails, with or without the actual users, helps designers better understand and
ask questions of the context they are envisioning.

Understanding relationality within multiple personal data trails is critical, underscored by the growing
commonality of ‘mosaic’ analysis, i.e., piecing together multiple data trails for greater inference [56, 58]. For
example, co-analysis of loyalty card purchase history and demographic data [40], or comparing smart doorbell logs
with IoT camera data in a home for greater personal inference and attribution [3]. Accordingly, it is important to
develop methods for designers to better document, map, and understand the relationships between users’ personal
data trails, as trails become more complex and intersect with others, It is this need for perspective which leads us
to explore relationality between design; to understand the implications of combinations of data trails, via Annotated
Portfolios. We also draw on the increasing body of work that explores more participatory, and collaborative

approaches towards speculative design [75].



Annotated Portfolios and intermediate knowledge

Annotated Portfolios [29] is a method for generating, documenting and communicating design research. The
original method involves: “.selecting a collection of artefacts, finding appropriate representations of artefacts and
combining these representations with (typically) brief textual annotations that point out their salient qualities or the
issues they address” [15:1634]. Annotated Portfolios are recognised as a form of “intermediate-level” knowledge
generation, i.e. the space between a given artefact, or what can be termed as an “ultimate particular”, and
generalisable theory, providing pragmatic insights that design practitioners use to support their practice [32, 49].
Annotations draw attention to aspects in the portfolio constituents which are not immediately apparent and enable
comparison with other annotations and annotated objects. The presentation of an assemblage of artefacts with
textual annotations can provide for designers richer ostensive and material representations than orthodox
academic formats [29]. The original method has been extended in several ways, i.e. applied to business model
creation [46], as a means of considering complementarity and ordering of deployment between designs; as an
“ambiguity-compatible” feminist method, used in an auto-ethnographic pregnancy journey to document and reflect
upon the interactions with technologies throughout pregnancy and childbirth [28]. However Marita et al. [17]
highlight that the method is more commonly applied to ones’ own work, rather than analysing the work of others,
suggesting the method has promise in this regard. The method has been applied to discrete experiences [28]
through to the critique of over 20 years of a studio’s design practice [30]. Annotated portfolios offer not only a new
way of appraising and critiquing designs, but extend the practice of HCI itself, providing an additional
“methodological path to moving beyond foci of use, utility, interaction, and human-centeredness” [34:459].

Culén et al. [15], adapt the original Annotated Portfolio method, proposing two additional strategies towards
abstracting new knowledge about the qualities of interaction and the design domain. These include: (1)
development of a “chronological trajectory” that “..shows the historical account of new domain explorations” and (2)
“..a design ecosystem strategy that aims to show how artefacts can work together” [15:1633]. The “eco-system
strategy” assembles portfolio constituents as an eco-system, highlighting possible complementary relations
between designs. This eco-system approach is of particular interest to our application area of wishing to understand
the relationality between data trails and understanding how different combinations of data trails can be analysed
together in a mosaic analysis to glean greater insights than may be possible than by analysing either data trail in
isolation [3, 27].

In this paper we use an Annotated Portfolio approach to speculative design proposals concerned with future
interactions with personal data. Ours approach adapts and builds on Culén’s eco-system approach [15], where we
intend to determine the suitability of an Annotated Portfolios approach to a portfolio comprised of diverse, crowd-
sourced, and speculative proposals with a view to better understanding the data mosaics possible by overlaying
designs within a portfolio. We contend that a portfolio approach to the growing body of work around near future
interactions with personal data is warranted because of the sheer breadth of the problem space. Because our
particular portfolio (described in the following section) maps out distinct speculative design proposals as elements,
it also allows for the identification of possibilities to add to these trails and flesh out their emergent social
consequences. Following, Culén et al. [15] we describe our portfolio of curated works, the annotation process, the

eco-systems they exist in [15] and synergies between portfolio constituents that this method facilitated.



3 METHOD

The complete process of data collection, collation and analysis consisted of: (1) Solicitation of speculative design
proposals through a workshop call. (2) Online collaborative annotation of the resultant portfolio of work from all
contributors and workshop facilitators. (3) Subsequently, a smaller group of researchers mapped relationships and
relatedness between portfolio constituents and from these, developed the continua described in Section 5.1.

3.1 Solicitation of speculative design proposals

A total of nine speculative proposals were received from HCI and design researchers, whose work focused on new
and emergent personal data trails, as part of an open call to participate at a workshop hosted at a leading
international HCI conference. The workshop call solicited speculative design proposals concerned with both new
sources of personal data collection, as well as novel future interactions with personal data. The nine speculative
proposals received from researchers across nine countries, were concerned with either: (a) defining an emergent
personal data trail, presenting use cases, and/or (b) speculative technology concerned with assisting users in
understanding or managing personal data trails. Authors of proposals were later contacted by workshop facilitators
to have their works represented as part of a portfolio of design work and to contribute to this present paper. Of the
nine proposals received, two represented theoretical position statements rather than designs and one author did
not wish to participate further. The six included works provide a broad range of speculative future interactions with
data including new data trail types and assistive technologies to manage personal data. All proposals were made
available to workshop participants prior to the online workshop and each researcher delivered a 10-minute
presentation to familiarise the team with their proposal and its context. A collective annotation activity was then

run as part of the workshop which is detailed in the next section.

3.2 Annotation strategy

The process of annotation (conducted on the online collaborative whiteboarding tool Miro) ran as a workshop
activity. The 14 workshop participants (including facilitators and creators of the design proposals) participated
equally in annotating each design with virtual sticky notes using Miro, with users asked to use coloured sticky notes
to denote: Pink: Most salient issues, Green: Opportunities and extensions (Figure 3.1). All papers attracted
annotations and all workshop attendees participated in the annotation process. As per Culén et al. [15], the
annotations represent an “unordered and unfiltered record” rather than deep or considered reflections. The
collaborative nature of the annotation differs from previous applications of the Annotated Portfolio method, where
multiple researchers separated by international borders annotated each other’s designs (including their own)
simultaneously within a restrictive timeframe. Figure 3.1 provides a screenshot of the annotation activity in a small
section of the total Miro board. After the activity, it was realised the output of workshop closely resembled a format
akin to the original intent of Annotated Portfolios [7, 15, 29];. documentation of the salient features of artefacts of
interest, connecting these features to matters of further concern [7] and providing a useful platform for exploring
relatedness [15].
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Figure 3.1: Screenshot of annotations taking place during the workshop (author blurred)

3.2.1 Mapping relatedness and trajectories

Initial textual annotations were applied and discussed cumulatively as a workshop group including facilitators and
participants. The process of annotating on Miro is depicted in Figure 3.1 (above), while a representative selection
of annotations are provided in our description of each of the proposals below (Section 4). Following group
discussion on each proposal and their annotations, the workshop facilitators (after the workshop) considered the
ways in which the annotations gave rise to spatial and temporal considerations, leading the development a number
of continua upon which to map the proposals to explore their relatedness, as per Culen et al. [15].

The process of creating the continua and the composite integrations involved the lead authors of this paper re-
reading each of the six proposals alongside the textual annotations made during the workshop, transferring these
annotations from the Miro board to a separate table alongside each paper, making further notes on each paper
separate to the annotations and identifying relationalities between portfolio constituents. Emergent from this
process were the three continua upon which each proposal is plotted (Section 5.1) and the idea to explore the new
knowledge/perspectives available from integrating the proposals as a composite, according to specific attributes
(Section 6). These continua were shared and refined with workshop participants for discussion in the development
of this paper.



4 PORTFOLIO

Here we present the six proposals as abridged versions of the full designs submitted. Visuals from all portfolios are
presented in turn, where annotations have been transposed from the Miro sticky notes to dot-points under each
design proposal. During the annotation activity participants were directed to use pink sticky notes for the most
salient issues and green sticky notes for opportunities and extensions. In presenting these designs, our purpose is
not to determine or evaluate their quality as individual proposals or artefacts, but in the spirit of speculative design
work — use these as provocations that open dialogue around these potential future personal data trails and their
implications for users.

(1) Pathogens (PA)

Investigating Pathogen Trails As A Design Strategy to Combat Invisible Health Dangers in Everyday
Environments

This proposal leverages the sharp increase in the availability of environmental microbiome information to non-
expert users. Popular testing services produce data about the microbiome of people (e.g. skin or gut) and about
their living environment (e.g. kitchen counter, bathroom surfaces). A solution is explored using “smart mirrors”
utilising a corrective and augmented electronic display that makes visible these typically hidden data and can
positively influence hygienic behaviour change (refer Figure 4.1).

The design makes visible previously invisible environmental bacterial data (generated through periodic
consumer microbiome testing) through augmented reality, or purpose-built mirror displays. These displays would
be placed in areas known to attract high bacterial contamination and areas in which healthier hygiene behaviour
change is possible, e.g. washroom sinks, kitchens. The design attempts to combat the knowledge-deficit of the ways
in which pathogen spread, which currently limits healthier behaviour change. The mirror may heighten the
perceived self-relevancy of the information and explores the role of self-observation in the process of self-regulation
and the provision of more targeted and tangible information beyond generic public health hand-washing advice.
Through making visible the transfer of pathogens in spaces of known transfer, allows us to embed a solution right
in the middle of common pathogen trails while providing means to end them.
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Figure 4.1 Speculative Proposal: Pathogens

(2) Artful obfuscation (AO)

Promoting agency in preserving anonymity in family photo streams

This proposal incorporates art when preserving anonymity in photo streams through means of obfuscation. The
work is motivated by personal experiences of extended families spread across multiple countries utilising photo
sharing platforms as a vital means of staying in touch. It can be endearing to watch a young niece or nephew comfort
their sibling back to bed when you can’t be with them personally, but it’s also somewhat unnerving that all this is
captured by a baby monitor and shared by family online. Motivated by the value to family of these shared photo
streams coupled with concerns over their potential reach beyond the family, this work creates experimental films
based on video footage from real family photo streams. Design responses focus on the artful obfuscation of identity,
engaging fashion designers to create artful identity obfuscation methods, including experimenting with different
levels of “dressing” participants in different levels of image transparency (refer Figure 4.2). The intent is to (a) bring
attention to the privacy threats posed by large-scale photo sharing through online media, as well as (b) providing a
means of preserving these practices of sharing by allowing personalisation of methods of anonymity, e.g. computer-
aided masks, blurring effects; creating artful and beautiful forms of obfuscation.
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Figure 4.2 Speculative Proposal: Artful Obfuscation

(3) Driver performance data (D)

Emerging Multi-modal and Facial Video Data Streams for Adaptive, Personalised and Intelligent Human-
Vehicle Interactions

The emerging trends of Autonomous Vehicles create opportunities for more adaptive, personalised and intelligent
Human-Vehicle Interactions (HVI). BROOK is a new proposal for driver performance monitoring, which gathers
data on multiple aspects of users’ driving performance, drawing from streams including Facial Video, Vehicle Speed,
Vehicle Acceleration, Vehicle Coordinate, Distance of Vehicle Ahead, Steering Wheel Coordinates, Throttle Status,
Brake Status, Heart Rate, Skin Conductance and Eye Tracking. BROOK builds upon existing systems for driver
performance monitoring through the monitoring of both physical, gaze and physiological metrics, additionally
seeking to draw users’ attention to the numerous mechanisms for monitoring an action as simple as driving a car.
Figure 4.3 visualises an example use-case of the BROOK database, where multi-modal statistics are projected to
drivers during autonomous driving procedures.

The intention is to provide a higher quality and quantity of information to automotive and technology companies
regarding vehicle and occupant safety and additionally provide feedback to occupants to allow for better reflection
and critique of driving styles, safety concerns, unconscious biases and mistakes in operation. Yet equally, the
quantity and granularity of information gathered on users may be considered sensitive, used for profiling and hence
potentially valuable to third parties, including insurance companies.

11
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Figure 4.3 Speculative Proposal: Driver Performance

(4) Metaphorical language (ML)

A Visual Metaphorical Language for Interfaces to Visualise Data Trails

This work presents mobile interface design concepts to make personal data trails visible and increase users’
cognizance of data exposure. Motivated by the rapidly increasing difficulty in staying in control of ones’ data trails,
sources of data leakage and lack of awareness of the capability of data analysis techniques, this proposal introduces
a smartphone plugin which to increases users’ understanding of their personal data, using metaphors including:
Frosted screen, Rainbow Heatmap, Hungry Zombie, and Data Current (Figure 4.4). This widget represents a critical
reaction to our smartphone dependency and increased vulnerability to exploitation through the data that we
produce intentionally and unintentionally. It focuses on the home screen as the medium to catch the users’
attention. The intention is to delight the user by introducing unexpected visual forms and screen behaviours yet
annoy the user eventually by disrupting the addictive experience of using our smartphones and their apps (refer
Figure 4.4).

12
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Figure 4.4 Speculative Proposal: Metaphorical Language

Frosted screen: The degree of frostiness indicates the amount of data in circulation and used by third parties.
Rainbow Plasma Cloud: The plasma cloud visualises data produced and shared as a result of using different apps
during the day, week, or month, mapped in colours. The cloud appears as a dynamic layer on the screen of the
phone, where the extent of each colour indicates the amount of or significance of a particular data kind, such as
identity, mobility, and commodification.

Data Zombies: Each zombie feeds on app data, increasing its size as a function of how much data it eats. The more
data the app produces, the bigger and chubbier the app’s icon becomes.

Data as Current: This visualisation regards each app as a creature, akin to a slug or octopus. The personal data
produced by each app makes the icon develop tentacles which suction onto the icons of the apps that use and benefit
from the data, to help the user understand their data flows.

(5) Energy use data (E)

Children-authored probes data of household energy use

Electricity monitoring produces a trail of household electricity data, which when analysed, can represent a source
of sensitive information on householder habits, preferences and appliances. This study reflected on the sensitivity
of the exposure of family energy use habits through probes-based research in the form of a game for children. The
probe pack engaged children with missions, where they can choose to become a detective, electrician, or
psychologist to gather data about the energy-related habits and knowledge of their families. The activities, while

13



fun for children, make visible the ways in which energy use constitutes a series of private actions within a family.
Uncovering them through children for research raises questions over the fairness of this type of data elicitation
method and highlights both the interpersonal nature of energy use data and the difficulty in obtaining informed
consent for sharing this data all the household members implicated in the data trail. Figure 4.5 provides an example
of interaction with the “detective” mission where the child is tasked with finding the most power-hungry appliance
in each room. A balance needs to be struck here between promoting energy literacy among children and ethical
research which does not unintentionally compromise the privacy of other family members through energy data.
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Figure 4.5 Speculative Proposal: Energy use data

(6) Physical data manifestations (PM)

Engaging through novel data representations

This proposal represents a series of speculative designs for physical objects created in response to users’ reflections
on patterns and habits on personal data in the home. These are visualised in Figure 4.6. The objects provide for new
encounters with IoT data in the home and seek to understand how these encounters can acquaint users with
previously unseen dimensions of their data and challenge existing perceptions of data as binary and two-
dimensional. The physical representations include, amongst others: Data Reality Glasses (a): Make the unseen
accumulations of data piling up in a house visible. This gives a material, organic, and active quality to
representations of data which allow interpretations to emerge between the physical space of the home and the
smart objects of the home. Data Dunes (b): Represents data as distinct layers of sand which display a stratification
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of historical actions, allowing data to be seen through a log of interactions. A volumetric, stratified, and semi-solid
layering of data which represent home dwellers’ habits and interactions with the home. Data Tarot Cards (c): A
service where someone uses various interpreter cards to read through one’s home data. The Alchemist card mixes
data sets to find new meanings, the Explorer card follows one line of data as deep as possible and the Oracle card

reveals futures as well as hidden pasts.

pm  PHYSICAL DATA MANIFESTATIONS

Proposals responding to users’ reflections on patterns and habits on personal data in the home
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Figure 4.6 Speculative Proposal: Physical data manifestations

As detailed above (Section 3.2.1), a process of reflection and comparison of each of these proposals and the portfolio
as a whole, gave rise to new understandings of the emergent personal data trail space and insights into their
relatedness, complementarity and potential applications. The following section details the results of these
processes of annotation, reflection, comparison and analysis.

5 PORTFOLIO EXPLORATION AND COMMENTARY

We refer to each proposal by its abbreviation (above). Each proposal introduces or defines a potential interaction
with data, whether new form of data trail (E, D, PA), [and/or] a means of familiarising or empowering users in
understanding or managing their personal data (PM, ML, AO). These proposals and the process of annotation
illustrates the scope of possibilities for future data trail types, e.g. physiological and psychometric driver
performance analytics (D), the traces of microbial matter we leave behind on objects we touch and the potential for
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personal attribution of disease spread (PA), the potential sensitivity of energy use data both within a family and
when shared beyond a family and the role of games to educate children of these aspects (E).

As an “unordered and unfiltered record” [15] of reflections on the proposals, the annotations were also a product
of time constraints i.e., the annotation process being limited to the duration of the workshop. The annotations reflect
immediate reflections from co-researchers on each of the designs, providing a catalogue of design considerations.
For (PA), the annotation: “persistence of data trail depends on frequency of cleaning” highlights the ephemerality of
pathogen trails as a personal data source, where the availability of digital information depends on physical actions,
e.g. a users’ hand hygiene or surface cleaning schedules. “Overlap between smart metered data and probe returns”
(E) points to the difficulty in separating research data from smart meter data and the potential for overlap/leakage
even through design research. Similar to Culén et al. [15], the process of textual annotations led to an understanding
of researchers’ initial or “first-to-mind” responses to each design, where some annotations act as notes made to
assist the annotator’s understanding of a design. The focus of many annotations was the ethical implications of
each portfolio or considerations for user advocacy, e.g. “what is drivers’ experience of being monitored?” (D),
“..ensure participants are informed about anonymity” (E), “potential for identity theft” (AO). The annotations
additionally point to potential data trail intersections beyond those immediately identified in the designs. These
include incorporating knowledge of family type and culture to profile families according to their electricity data (E),
identity constructions using partial representations through IoT cameras (AO), or whether the use case of
identifying pathogens may in fact be appropriated to identify individuals by their pathogen traces (PA).

Cumulatively, the annotations point at the assistive aspects common to all proposals. The design probes around
energy use (E) and the two-way mirror for visualising pathogens (PA) both aim to increase literacy of an unfamiliar
data trail. (D) aims to enable more informed decisions through reflection on data and AO and ML both provide
pragmatic tools for awareness of data capture and commodification (ML). AO juxtaposes the widespread practice
of sharing photos online with the growing challenge of limiting the degree to which such photos are shared (or
used) more widely than anticipated. Similarly, the transmission of pathogens is well understood, but visualising
pathogens in-situ, and potentially attributing them to a time of contact or even individual people, is novel.

5.1 Continua

Based on Culén’s “ecosystem strategy” to explore the relatedness of designs in a portfolio [15], the researchers
reflected on common attributes between portfolio constituents, assisted by the annotations, to develop three
exploratory continua upon which all proposals may be mapped (Figure 5.1). The intent of the continua was to
explore how new knowledge may be generated “..about the qualities of interaction and about the design domain”
[15:1633]. Also to better map the relatedness of portfolio constituents, and structure thinking around emergent
and near future data trails.
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Figure 5.1 Continua - with Speculative Proposal Mapping

Figure 5.1 (above) shows the indicative placement of all design proposals on these three continua. The placement
of the proposals on each continua are based on discussions between researchers and are subjective and exploratory
in nature. The intent is not to segment or profile, but rather, to highlight the ways in which the proposals’ attributes
and annotations provide new ways of charting the relatedness of designs in a portfolio and how these alternative

mappings may lead to new knowledge [15]. For example:

Utopian/Dystopian (Left): Utopian and dystopian framings are widely used in the development of design fictions
[44]. We found the framing of proposals in the portfolio varied between more utopian and more dystopian. For
example, (D) is framed as more utopian, where the use of driver performance data is outlined as a means of better
understanding driver speed, fatigue and improving safety. Whereas (AO) and (PA) are framed by a more dystopian
future where we need support to camouflage ourselves against surveillance and facial recognition and where the
pathogens we leave behind may become new sources of identification and attribution. By mapping design responses
according to their Dystopian/Utopian positioning we seek to avoid colouring our interpretation of the

consequences of a proposal by its specific framing or orientation.

Personal/interpersonal (Centre): Reflection on proposals highlighted the personal/interpersonal differences in
data source. Interpersonal data refers to data sources in which multiple users may be implicated in the one data
stream, such as CCTV camera footage, or a family’s energy use, where multiple people’s actions contribute to a
family’s electricity use data [31, 69]. The continua maps (from left to right) the highly individual personal
physiological data collected by (D) vs highly interpersonal data such as energy use data (E) and family photo albums
(AO), in which multiple individuals are implicated in the same data trail. Understanding whether a given data trail
is personal data or inter-personal data helps us consider issues like differences in gaining consent, e.g. how should

consent and data sharing preferences be managed with interpersonal data?

Familiarity (Right): Annotations such as “generated knowingly but analysed opaquely” (AO) and “change
relationship between user and data” (PM) caused us to consider how familiarity differs based on data source and
method of analysis. E.g. users may be very familiar with a source/type of data but completely unfamiliar with the
types of analysis which may be applied to it. Unfamiliarity with sources of data can lead to unsafe behaviours with
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it (e.g. over-sharing) [53]. Accordingly, we expect doubly unfamiliar data sources (unfamiliar source and analysis
potential) might be of highest priority to support users’ in data literacy and understanding.

These continua assist reflection on the different types of relationality between the proposals. Mapping all the
proposals in this manner also invites consideration of how best to support users, e.g. those implicated in
interpersonal data who are not the data owner. Or how to increase data literacy in cases where users are unfamiliar
with the trail itself and how the trail might be analysed.

5.2 Contours and boundaries

The method of mapping portfolio constituents on continua [15], allowed us to explore relatedness, scale, contours
and boundaries within and between portfolio constituents. In particular, given forms of data capture already cross
property boundaries (e.g. the field of vision of many home [oT cameras [58]) we were particularly interested in
how the boundaries of data capture between designs interfaced with one another. As part of these explorations, we
developed digital layers from our continua and portfolio constituents, to provide an illustrative depiction akin to
showing or hiding layers in a Geographic Information Systems (GIS) model. Figure 5.2 (below) visualises a
composite map of these overlays, where we experimented with transposing all portfolio constituents to a common
setting- a family home. This exercise explores different aspects of boundaries within a design or context and
relatedness between designs. Arranging speculative proposals in a common setting such as the home affords new
possibilities to explore assemblages of trails and limits of data capture. The process is generative (in similar vein to
de Bono's random-input method for creativity [16], and world building [14])- a core aspect of speculative design
work. The result, Figure 5.2 provides a means of considering how the different properties of each data trail (e.g.
familiarity, interpersonality etc, refer Figure 5.1) may play out when multiple data trails are co-located in a common
space — visually depicting the mosaic.
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Figure 5.2 Composite Integrated Data Trails: Small Multiple Mapping of Individual Discrete Data Trails and Composite
Data Trail map: AO: Artful Obfuscation; E: Energy Use Data; D: Driver Performance; & PA: Pathogens.

Figure 5.2 first maps out the data trails individually (e.g. AO, E, D, PA), and then overlays them onto one frame. This
created visual mosaic of the data trails highlights the relationality between the maps. The figure highlights the
geographic and temporal boundaries of each data trail. For example, continuous data fields (IoT cameras (AO),
pathogen movement (PA), electricity monitoring (E)), versus point-in-time surveillance e.g. only while driving (D).
This type of visual mapping re-frames the data, leading to new insights and new questions, such what are the
dangers of different combinations of data types? Unfamiliar, interpersonal data types with a high value for
commodification may be a much higher concern than more familiar data types. The visual mapping underscores
mosaic potential of these trails when they co-exist, posing questions such as can any of these trails be erased or
removed? These types of aggregated views of data help generate new knowledge by identifying overlaps in certain
data trails, and unique characteristics about others — providing a more holistic picture of data trails.

We note that these explorations are not simply results synthesised from a dataset. Rather, they are exploratory
illustrations of how proposals collated and enriched via annotations can create new knowledge. They showcase
where personal data intersections might exist, and where it might be captured and analysed in isolation.
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6 DISCUSSION

An original intent of the Annotated Portfolios approach was to supplement the richness of design praxis; capturing
value which was not appropriately represented in traditional written text [29]. Our adapted approach continues
this tradition, presenting a creative appropriation of Annotated Portfolios that is consistent with the foundations of
design i.e., externalisations [12, 19, 25, 39]. Applied to the complex problems associated with pre-empting and
supporting users’ future interactions with personal data, an adapted Annotated Portfolio approach [7, 15, 29] made
it possible to plot and explore these concerns upon several continua (Figure 5.1), and better understand the mosaic
analysis potential of the data trails depicted in the proposals (Figure 5.2). The process generated valuable insights
for design, despite the differences in application context and process to the original Annotated Portfolio method
[15, 29]. Like others who have experimented with Annotated Portfolios [15, 28, 46] we too advocate that even when
appropriated to suit new contexts, it is useful in generating actionable knowledge from a collection of design
responses beyond that which is possible from reflection on the designs individually. In our case, the Annotated
Portfolios method enabled a more holistic picture of the landscape of emergent personal data trails, and avoided
considering concepts in isolation. The resulting portfolio became a starting point interrogate the broader societal,
ethical and potential legal implications of these near-future technologies. The mosaics generated (Figure 5.2)
provide richer insight into the consequentiality of different intersections of personal data than the annotation
activity alone, and it helped us reflect on what support users might need in respect of these emergent data sources.

In what follows, we synthesise our experiences towards answering the research questions posed in Section 1:

e RQ1. How can annotated portfolios be used for interrogating ‘mosaics’ of speculative designs across multiple
concepts?

e RQ2. What considerations and appropriations are required to make annotated portfolios suitable for
collaborative speculation?

To be clear, we do not suggest it is possible to provide definitive answers to these questions from the experiences
of this one study; rather our responses represent a starting point to be built upon by others:

RQ1. How can annotated portfolios be used for interrogating speculative designs across multiple concepts?
The Annotated Portfolio method holds excellent potential for portfolios of speculative designs — particularly from
the perspective of world building [14]. Speculative design is intended to invite critique [21]. Hence using the
collaborative annotation process as a method to scaffold critique, we are serving speculative design’s purpose; this
is complimentary but distinct to the extant work done about collaborative and pluralistic approaches to speculative
design [75]. The designs contained in the portfolio (PA), (AO), (D), (E), (ML) and (PM) by their speculative nature
lack physical form, are not fully realised, implementable or immediately testable. Yet their speculative nature and
the lack of finality to the elements also makes them more amenable to critique, and useful in a dialogic nature i.e.,
they can be built on further to explore different lines of inquiry. The speculative nature of our portfolio constituents
has implications for the generation of intermediate-level knowledge [49]. Because the data trails detailed in the
proposals are localised (i.e. situated within their own contexts) and emergent (i,e. there is no standardised approach
to these new forms of data), the highest form of knowledge that can be created through this approach is
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'intermediate-level' knowledge [17, 49], which is useful to the context of application and practical for those working
within this field.

In particular, mapping of the relationality of the proposals within the portfolio, namely, the continua (Figure 5.1)
and geo-spatially inspired overlays (Figure 5.2) resonate with Culén et al’s [15] ‘ecosystems’ approach to better
understand the relationality between deigns and how designs in a portfolio could be complementary or sequential
in their deployment. The continua are scalable to a point, given further portfolio constituents could be easily placed
upon each continua, allowing a portfolio to grow (or shrink) over time, which departs from previous notions of a
portfolio as complete and static [15, 29]. The layering (Figure 5.2) represents a means of better mapping out a field
of research, particularly useful with topics such as emergent personal data trails, providing a new analytic lens and
insight into the consequentiality- of data mosaics (Figure 5.2) [56, 58]. They caused us to consider for example,
what would be the implication of overlaying attributable data on disease transmission (PA) with security camera
footage (AO) or driving data (D)? The purpose of the speculative approaches is to break down rules, suspend
disbelief about change and encourage us to think beyond what we already know [21, 23]. Exploring these
speculative works as a collective, helps preserves the original voice of the design; yet also enables us to collectively
interrogate it as a constituent in a larger composite or mosaic. Future work appending these speculative proposals
with other approaches (e.g., detailed scenarios and use cases) using the annotated portfolio structure, could in fact

add greater depth to the discussions elicited.

RQ2. What considerations and appropriations are required to make annotated portfolios suitable for
collaborative speculation? Our portfolio illustrates how adapting and extending Annotated Portfolios in
accordance to the eco-system approach [15] is useful in creating value — underscoring its versatility and scalability
in application. This versatility relates to its embodiment of a foundational characteristic that unifies all design, i.e.,
creating externalisations, analogous to drawings or sketches [1-4], open to scrutiny and critique. In this regard
Annotated Portfolios are not just spaces to create these sketch-based appendages to concepts. Rather, when used
across multiple concepts, as mosaics — in a collaborative setting, they enabled users to create a multitude of
permutations, and variations of the concept sketches — opening new possibilities, ecologies, and trajectories for
exploration (Section 6.1 below). The annotations also make individual stances taken on designs explicit to everyone
engaged within the annotation process, creating transparent, explicit avenues to facilitate argumentation [4].
Conscious of other designers wishing to adapt the Annotated Portfolio to support remote work, we reflect on which
aspects of our digital experience worked well:

e Shared expertise: While spread across domains, all participants in the collaborative annotation exercise
were designers, were comfortable with speculative design, and wicked problems.

o Familiarity with designs: The nature of the workshop meant all participants reported having read their
fellow participants’ proposals, which meant little reiteration or explanation of designs was required in the
annotation activity, allowing focus on the annotation activity itself.

e Equal agency: All designers participating in the annotation activity had equal control over the board and
equal time to create and place sticky notes.

e Generative: The process of annotation was generative; did not involve refinement, which we suggest was
helpful in creating an authentic first-to mind collection of annotations and as per Culen et al,, [15]; an
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“unfiltered record” of considerations, critiques, notes and statements on each design. Everyone had the
same agency placing sticky notes on the board.

6.1 New knowledge on personal data trails through a ‘mosaic’ analysis using Annotated Portfolios

This paper illustrates that the mosaic analysis [27] for a given selection of data types can be valuable in expanding
our understanding of emergent topics. For instance, the personal attribution of household energy use data (E) might
be difficult to determine (e.g., [22, 70]). Yet when combined with [oT camera data (AO), knowledge of which family
member is in -or is not in- a given room may paint a detailed picture of everyday life that a family may be largely
unaware of (See: Figure 5.2). Through creating, analysing and reflecting on the portfolio as a whole, the actionable
knowledge from this collection of design responses exceeds what may be possible through reflection on the designs
individually i.e., the sum can be greater than the parts. We close with a summary of the new knowledge we
discovered regarding future personal data trails through the method:

Identifying/prioritising threats: By mapping the portfolios in terms of their familiarity, commodification and
degree of interpersonality, then integrating these continua, we were able to gain greater understanding and
comparison- of the types of risks posed by data trails. For example, data trails which are highly unfamiliar to users,
yet highly commodifiable and interpersonal pose a greater threat to users than trails which users may be more
familiar with and hence are better able to manage (Figure 5.1).

Planning design responses: Once threats have been identified, this method of mapping relationality between
designs helps understand how designs may be deployed in a complementary order, e.g. which interventions may
be suitable at different times. For instance, designs such as PA which acquaint users with a new data trail may
usefully deployed first, followed by initiatives to better familiarise users with specific aspects of a trails, e.g.
Proposals 4 or 6 (ML, PM). Once users are well familiarised with the trail and its risks and opportunities, it may be
suitable to deploy designs to assist users in managing aspects of their data trails (e.g.,, AO).

Mapping a research area: The mapping of the portfolio demonstrates how these additions to the Annotated
Portfolio approach holds promise for collaboratively scoping and defining boundaries for an evolving phenomenon
such as emergent data trails — essentially a space for world building by collating different speculative design
concepts, in a pluralistic, collaborative way. These types of dynamic approaches to mapping we explored with the
Annotated Portfolios method (Figures 5.1, 5.2) are commonplace in other industry sectors, e.g. perceptual mapping
of competitors’ value offerings in business [67], however are not as common when it comes to exploring visions of

the future within design.

7 CONCLUSIONS AND FUTURE WORK

In this paper we have demonstrated Annotated Portfolios as a valuable tool for understanding, mapping and
abstracting knowledge about an emerging field of research. In particular, we have: (1) demonstrated how
Annotated Portfolios can be used for interrogating speculative designs across multiple concepts, (2) detailed the
considerations and appropriations of this method required to make it suitable for collaborative speculation and (3)
discussed the valuable perspectives on personal data trails gained through a ‘mosaic’ analysis which is possible
using Annotated Portfolios. We do not claim the portfolio studied here is representative of the complete range of
possible future personal data trails, nor that have we critiqued the futures provided in each proposal. Rather, we

have demonstrated the value of an Annotated Portfolio in eliciting new knowledge via the collaborative annotation
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of speculative designs and how practitioners may use and benefit from this method. It should also be noted that
while we have focused on the relationality between designs, each proposal is highly valuable in its own right. Each
also raises important questions and challenges for future work beyond the scope of this paper. We hope this paper
and the proposals contained within it inspire design avenues for how HCI research might advocate for users in a
world in which sources of data capture are proliferating and in which personal data is becoming harder to trace,
represent and control.
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